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ABSTRACT 
The fast development of social media sites has transformed the way people interact and share 
information, yet it has also created massive concerns regarding the safety of user data. As social media 
users share personal data daily (in billions), social media companies have the responsibility of ensuring 
this information is not hacked, accessed by unauthorized individuals, or used in different ways. This 
paper looks at the present condition of the security of user data on the largest social media sites, the 
efficiency of the security measures that can be applied, the most frequently observed types of 
vulnerabilities, and the contribution of user behavior to data compromise. The study examines the extent 
to which social media platforms enhance the safety of sensitive information through a general assessment 
of security measures, case studies of data breaches, and user surveys and indicates aspects where social 
media could be deficient in security. Another aspect that the research covers is the trade-off in the 
safeguarding of data and the functionality of the platform, whether the existing regulations and self-
enforced security standards are adequate. The results provide an indication that although certain 
progress has been made, the challenges of ensuring strong data protection still exist. The paper ends with 
a conclusion based on some recommendations on how to improve data security on social media, such as 
enhanced user awareness, enhanced encryption, and stricter regulatory control measures. 
Keywords: User data, security level, behavior, awareness, control measures, social media. 
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INTRODUCTION 
Due to the emergence of social media, billions of 
users now post their personal details, preferences 
and activities they engage in on a daily basis 
online. These systems have become part of the 
communication, entertainment, and commerce 
systems and have created more connectivity than 
ever before. Nonetheless, this widespread 
exposure to personal information is a major 
concern for privacy and security. The social media 
sites gather, retain, and in most cases sell user 
information to third parties to advertise and 
provide personalized information to them. This 
has unfortunately enhanced more vulnerabilities 
and the user data has been exposed to 
cyberattacks, unauthorized access and data 
breaches [1][2]. 
There are several case studies in the news involving 
high-profile events like the Cambridge Analytica 
scandal and the data breaches on platforms like 
Facebook, which have put the safety of user 
information into the limelight [3]. These 
violations not only jeopardize the privacy of the 
users but also the confidence of social media sites. 
Although companies have put efforts in order to 
enhance security and adhere to the data protection 
laws, there is a question whether their measures 
are effective overall. The problem of users being 
threatened persists because hackers are using more 
advanced techniques to gain access to personal 
data, and users can easily share sensitive 
information through their online activities 
without noticing [4][5]. 
This research will focus on reviewing the state of 
security of user information on social media in the 
present day. The research aims to measure the 
effectiveness of social media companies in the 
protection of user information, as well as the 
additional efforts that are required to guarantee 
the privacy of data in a more connected digital 
environment by studying the currently practiced 
security procedures, possible threats, and 
awareness of the users[6][7]. The results of this 
study should be used to advance the current 
debate on the issue of data protection and educate 
users and developers of platforms on the severe 
consequences of the lack of personal information 
protection on the Internet [8]. 
 

Literature Review 
In 2022, the image-sharing social media app 
Instagram saw over 500 million downloads, while 
a newer platform, BeReal, garnered nearly 100 
million downloads (Ceci, 2023). For users of these 
platforms, this wealth of data reveals our daily 
routines (behaviors), tracks our online preferences 
(psychographics), captures our browsing and 
shopping patterns (webographics), and observes 
our social connections with family and friends 
(demographics) [9][10]. Additionally, this 
extensive data can be integrated into data lakes for 
analysis, user profiling, and sold to interested third 
parties. Due to the lack of sufficient self-
regulation, legislation has been enacted in most 
countries, requiring informed consent for 
collecting online data. However, many users are 
faced with lengthy explanations and often do not 
read the policies before giving their consent 
[11][12]. Warren and Brandeis explored the 
unauthorized use of personal images and 
advocated for the "right of the individual to be let 
alone." Later research focused on the misuse of 
customer data within technology, highlighting 
concerns about secondary data usage, where 
individuals were deprived of agency and autonomy 
over how and where their data was collected 
[13][14]. Although gathering data from third 
parties was legally permissible, it was seen as 
crossing a privacy boundary, as neither "implied 
nor explicit consent" was given [15][16]. 
Digital foot printing refers to the process of 
gathering data based on an individual's trackable 
digital activities and online presence [17][18]. 
Digital footprints are the key tool for monitoring 
online activities, communications, and actions 
that result from frequent internet use [19]. 
According to data from 2021, there were 
approximately 1,637,973,022 cyberattacks 
targeting Indonesia. These included 122,435,215 
malware activities, 16,939 website incidents, 2,885 
incident reports from the public, and 1,872 
security information gaps [20]. The report also 
highlighted that, in addition to being a target of 
cyber-attacks, Indonesia was one of the largest 
sources of such attacks [21]. Site hacking involves 
attempts by attackers to gain unauthorized access 
to a website, either by exploiting valid accounts or 
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vulnerabilities within the site. Once access is 
obtained, attackers can engage in malicious 
activities [22]. Common objectives of site hacking 
include altering the site's appearance 
(defacement), extracting data from the victim's 
server, and encrypting the site to disrupt its 
functionality [23]. 
On social media, some private data is shared by 
users either unknowingly or voluntarily. In some 
cases, private information, beyond what users 
intentionally share, is extracted by offering 
incentives. Through Location-Based Social 
Network Services (LBSNS) such as FireEagle, 
Google Latitude, and nearby, it is possible to 
identify a person's location, as well as the locations 
of their friends [24]. From the privacy analytics 
perspective, certain factors determine the benefits 
and risks that influence a user's decision to 
disclose personal information [25]. It also suggests 
that individuals are sometimes willing to 
compromise some level of privacy if the perceived 
risk is acceptable. By using Social Networking 
Sites, people expose themselves to various risks, 
which often result in breaches of their privacy [26]. 
This study is all about checking out how people 
use social media and what they know about acting 
right online they surveyed 250 folks using a 
questionnaire online to find out about their social 
media habits and what they understand about 
digital ethics the survey looked at things like 
demographics what people know about online 
ethics and how they view ethics on the social 
media platforms they use most people knew about 
the laws and rules for online behavior but some 
were unsure or did not know much when it came 
to how people see digital ethics most had a positive 

view but few had a negative take on it cool to see 
how people think about being good digital citizens 
[27]. 
This is study about how to make social media safer 
by using big data its like they are trying to find ways 
to make sure social media is more secure they 
looked at what other people have already said 
about how to keep social media safe they came up 
with some ideas for government to handle security 
on social media some places don’t have very good 
rules for keeping social media secure the study 
gives suggestions on how to deal with safety issues 
on social media they mentioned that more work is 
needed to come up with better safety plans for 
Indonesia [28]. 
This is study about to comparing data security and 
privacy on instagram and twitter they analyzed 25 
journal articles from trusted sources to determine 
which platform excels in safeguarding user in 
formation instagram outperformed twitter in 
some security aspects yet both face vulnerabilities 
like phishing attacks the study emphasizes 
individual vigilance and employing security 
measures such as two factor authentication for 
enhanced protection it underscores the need for 
continuous efforts to enhance data security on 
social media platforms for the benefit of all users 
[29]. 
 
Methodology  
The proposed study will assess the extent of safety 
of user information in social media sites through 
both qualitative and quantitative research. The 
approach will interview its users, experts, and 
conduct a technical study of the data protection 
frameworks utilized by the social media [30]. 
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Figure 1: Research Methodology 

Research Design 
 
 
The study is a mixed-method study, as it combines 
a user survey, interviews with experts, and 
technical analysis to evaluate the level of data 
safety in a holistic manner. This is a multi-
dimensional treatment that guarantees that 
subjective user experiences and objective technical 
findings are factored in [31]. 
 
 

 
Data Collection 
Surveys 
According to different surveys, data is collected 
related to this topic and through this data, it can 
be analyzed that the percentage of users on these 
sites is increasing rapidly and their data security is 
a big threat and challenge [32]. The following chart 
shows the no of users on different social media 
sites [33]. 



 Volume 3, Issue 10, 2025 
 

  

https://ijssbulletin.com                      | Shah et al., 2025 | Page 886 
 

 
Figure 2: Social Media Usage [34][35][36] 

 

The following chart shows the number of frauds and how they have increased over the years. 

 
Figure 3: Frauds on Social Media [34][35][36] 
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The following chart shows the fraud in terms of loss in millions of dollars over the years from 2017 to 2021 
in Fig. 3. 

 
Figure 4: Latest Frauds Report on Social Media [36][37][38] 

 
The following chart shows the fraud or scams of different types in terms of loss in millions of dollars and 
categories over the years from 2017 to 2021 in Figure 4. 
 
Secondary Data Collection 
As mentioned in the literature review above, multiple fraud cases have been reported over time and these 
cases have become bigger and bigger as the no of users on these sites has increased rapidly, while the level of 
security of data is lacking and the data of the users is becoming in insecure with time [39]. 
 
Results and Discussion 
The study reveals critical insights into the level of security of user data on social media platforms, based on 
user perspectives, expert analysis, and technical evaluations. 
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Figure 5: User Perception Regarding Privacy 

 
Fig. 5 shows that more than 60% concerned about privacy and almost 40% just heard about a data breach 
but are not really concerned about it. 

 
Figure 6: Users' Concerns Regarding Security, Privacy  and their Breach  

 

Fig. 6 shows user concerns in which data privacy of users has the highest priority, then data breach and at the 
end, security policies. 
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Figure 7: Comparison of Security Aspects 

 

Fig. 7 represents the comparison of security aspects as cybersecurity infrastructure, verification, encryption, 
MFA and data storage in small platforms and large platforms. 

 
Figure 8: User Data Security Classification 
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Fig. 8 represents the user data security classification with predicted and actual levels of security. 

 
Figure 9: Features Important in Determining User-level Data Security 

 

Fig. 9 represents and involved features that determine user-level data security, including password strength, 
phishing clicks, security awareness, account privacy, suspicious logins, two-factor authentication and login 
frequency, with their importance. 
Based on the results and survey, the study proposed a framework  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 Volume 3, Issue 10, 2025 
 

  

https://ijssbulletin.com                      | Shah et al., 2025 | Page 891 
 

Proposed Layered-Framework 

 
Figure 10: Layered Framework as Proposed Model 

 
Fig. 8 represents the proposed layered framework 
with the exact flow that how to secure the user data 
with different security levels involved. 
 
User Awareness and Perceptions. 
One of the most important concerns of the users 
(65 percent) was the privacy of data, but they 
admitted that they knew little about the security 
policies of the specified platforms. About 42 
percent of the respondents had suffered a data  
breach or unauthorized use of data or heard about 
it. 
 

 
Expert Insights 
Analysts pointed out encryption, multi-factor 
authentication (MFA) and periodic updates to 
security measures as the most important actions 
that platforms take to keep the user data safe. 
Nonetheless, some fundamental weaknesses were 
also noted by them, including lax data-sharing 
policies with third parties and vulnerability to 
phishing. 
 
Technical Analysis 
Platforms showed strong encryption in their data 
transmission, but differed considerably in the 
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policy of data storage and retention. Some 
platforms had loopholes in the system used to 
verify users and their accounts could easily be 
accessed by unauthorized users. It was also noted 
that the smaller platforms were usually under-
equipped in cybersecurity infrastructure and were 
therefore easy targets for attackers. 
 
Discussion 
The results highlight a lack of correlation between 
the sturdy actions alleged by platforms and user 
experiences of data security. Although bigger 
platforms invest in cutting-edge security solutions, 
the issues are still present in the fields of user 
education, open data-sharing policies, and 
immediate breach messages. 
 
Accountability and Responsibility of the User 
and Platform 
1. The use of MFA is among the basic security 
measures that a lot of users never practice, which 
leads to the vulnerability of data. 
2. At the same time, platforms should focus on the 
introduction of user-friendly interfaces to promote 
the use of security options. 
 
Third-Party Data Sharing 
Another theme that reappeared continuously was 
the inability to have user control over the shared 
data with third parties. More transparent and 
visible policies will be the key to restoring the 
confidence of the users. 
 
Smaller Platforms and Resources Limitations 
Smaller social media should invest in the 
foundational protection of cybersecurity and 
follow best practices in the industry to secure the 
data of users. 
 
Recommendations 
• Increase user education awareness to increase 
awareness of security features and best practices. 
• Implement more stringent data-sharing policies 
with third parties. 
• Promote the investment in security 
improvements, especially on minor platforms, to 
establish a safer online space. 
The discussion illustrates the complexity of the 
data security of social media, which requires 

concerted efforts of users, platforms, and 
regulatory authorities to close the gaps identified. 
 
Conclusion 
The research identifies the issues and difficulties 
of guaranteeing the safety of user data on social 
media. As much as technological innovation has 
allowed platforms to adopt the advanced security 
procedures in the form of encryption, multi-factor 
authentication and periodic updates, there are still 
sizable loopholes. These comprise the weaknesses 
in the third-party data sharing, lack of user 
awareness, and lesser security measures on smaller 
platforms. Although it is the duty of users to 
safeguard their data by following the best security 
practices, platforms should assume more 
responsibility by offering clear policies, convenient 
tools, and proactive actions to ensure the 
protection of user data. Regulators also play a very 
important role in setting and implementing a 
standard of data privacy/security in the industry. 
To solve the mentioned problems, it will be 
necessary to make a joint effort between social 
media sites, users, and policymakers to create a 
secure, trusted, and privacy-aware digital 
environment. Since social media sites can 
eliminate the gaps in existing practices and 
policies, they will be able to increase user 
confidence and guarantee stronger protection of 
personal information in the world, which is 
becoming more connected. 
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