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ABSTRACT

Deepfake technology has emerged as a significant threat in today's digital age, putting at risk faith in
media, privacy, and the rules of society. Howeuver, limited empirical research has examined how media
literacy shapes deepfake awareness and evaluation among young digital users in Pakistan. This study
analyses the influence of media literacy on the awareness and understanding of deepfake technology
among young people in Pakistan, specifically those aged 18—35. Using the Elaboration Likelihood
Model (ELM) as a guide, the researcher collected data from 301 participants through an online sur-
vey, employing the snowball sampling method. The analysis employed several techniques to assess the
reliability of the survey scales and descriptive statistics to gain demographic insights. Findings showed
that while participants had a moderate grasp of media literacy and deepfake awareness, media liter-
acy did correlate with a better understanding and awareness of the risks associated with deepfakes.
Additionally, media literacy was significantly associated with a greater reliance on central route pro-
cessing, where participants critically analyzed deepfake content, indicating more thoughtful engage-
ment with media. Furthermore, future research should explore qualitative methods to gain a deeper
understanding of users’ perceptions and behavior about deepfake media.
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INTRODUCTION

We exist in what many scholars describe as a post-
truth society, where misinformation often overshad-
ows objective facts and distorts public understand-
ing across journalism, politics, and social discourse
(Harari, 2018; Mclntyre, 2018). A prominent out-
come of this environment is the rise of deepfakes,
Al-generated images, audio, or videos that closely
mimic authentic content (Vaccari & Chadwick,

https://ijssbulletin.com

| Aurangzeb & Mustageem,2026 |

2020). Their realism undermines audiences’ abil-
ity to differentiate truth from fabrication, eroding
trust in digital communication. Deepfakes present
multifaceted risks, including personal harm such
as reputational damage and psychological distress,
as well as broader societal threats like misinfor-
mation campaigns, political manipulation, and
targeted harassment (Chesney & Citron, 2019;
Cruz, 2024).

Page 1467


mailto:maria.mmc23s3h@nust.edu.pk
mailto:sundus@s3h.nust.edu.pk
https://doi.org/10.5281/zenodo.23186439

> NTERNATIONAL JOURNAL OF

ISSN: (E) 3007-1917 (P) 3007-1909

‘ ‘ SOCIAL SCIENCES BULLETIN

Volume 4, Issue 2, 2026

In Pakistan, these concerns are particularly signifi-
cant. With over 66 million active social media us-
ers, the digital landscape is highly vulnerable to
synthetic media (DataReportal, 2025). Deepfakes
have influenced political narratives, such as Al-
generated appearances of former Prime Minister
Imran Khan, and have been weaponized to defame
female leaders, amplifying gendered harassment in
conservative contexts (Dawn, 2024). Yet, many
young users lack the media literacy required to ver-
ify content, making them susceptible to misinfor-
mation and manipulation.

Research indicates that media literacy enhances in-
dividuals’ capacity to evaluate digital information
critically (Jones-Jang et al., 2021; Hameleers,
2023). However, few studies explore how this ap-
plies in Pakistan or how literacy interacts with the
cognitive processing pathways outlined in the Elab-
oration Likelihood Model (ELM), which distin-
guishes between central, analytical evaluation and
peripheral, cuebased judgment (Petty &
Cacioppo, 1986).

This study aims to examine the influence of media
literacy on deepfake awareness and evaluation
among Pakistani youth aged 18-35. Specifically, it
investigates whether greater literacy fosters critical
engagement through central processing and re-
duces reliance on superficial cues, thereby
strengthening users’ ability to discern and respond
to deceptive media content.

Research Questions:
i.What is the level of awareness of deepfake tech-
nology among digital users aged 18 to 35 in Pa-
kistan?
ii.What are the dominant perceptions of Paki-
stanis regarding the societal impact of deepfake
technology?

iii. To what extent does media literacy influence in-
dividuals' ability to critically evaluate deepfake
content through a central processing route criti-
cally?

Research Objectives

i.To assess the level of awareness of deepfake tech-
nology among digital users aged 18-35 in Paki-
stan.
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ii. To identify the dominant societal perceptions of
deepfake technology in Pakistan.

iii.To explore whether media literacy affects indi-
viduals’ ability to critically evaluate and recog-
nize deepfake content using the central pro-
cessing route or the Peripheral route of the Elab-
oration Likelihood Model.

Research Hypotheses

H1:

Higher levels of media literacy are positively asso-
ciated with greater awareness of deepfake technol-
ogy.

H2:

Higher levels of media literacy are positively asso-
ciated with stronger perceptions of the societal im-
pact of deepfake technology.

H3:

Higher levels of media literacy are positively asso-
ciated with reliance on central route processing
when evaluating deepfake content.

H4:

Lower levels of media literacy are associated with
greater reliance on peripheral cues when evaluat-
ing deepfake content.

Literature Review

The literature on misinformation and digital de-
ception has expanded considerably in recent years
as artificial intelligence transforms the creation
and circulation of media content. Scholars have
explored how algorithmic technologies and social
media ecosystems facilitate the spread of false or
manipulated information, undermining public
trust and media credibility (Maras & Alexandrou,
2018; Mirsky & Lee, 2021). Within this domain,
deepfakes, synthetic videos or images generated
through machine-learning models such as genera-
tive adversarial networks (GANs), represent a par-
ticularly disruptive innovation. They challenge tra-
ditional notions of authenticity, enabling the fab-
rication of persuasive yet entirely false narratives.
Early studies focused on the technical processes of
deepfake generation, while more recent research
examines their psychological, social, and political
implications, including their influence on percep-
tion, credibility, and information processing

(Chesney & Citron, 2019; Vaccari & Chadwick,

Page 1468



> NTERNATIONAL JOURNAL OF

‘ ‘ SOCIAL SCIENCES BULLETIN

ISSN: (E) 3007-1917 (P) 3007-1909

Volume 4, Issue 2, 2026

2020). In Pakistan, the rapid growth of digital me-
dia and limited public awareness amplify these
challenges, yet empirical investigation remains
scarce. Accordingly, this review synthesizes theo-
retical and empirical contributions related to deep-
fake creation, dissemination, and impact, high-
lighting how media literacy and cognitive pro-
cessing models can inform strategies to counter
the spread of synthetic misinformation.

Understanding Deepfakes

The contemporary information environment is in-
creasingly characterized by misinformation, selec-
tive truth-telling, and manipulation, leading schol-
ars to describe this era as a post-truth society (Harari,
2018; Mclntyre, 2018). Within this context, deep-
fakes, synthetic media generated through artificial
intelligence (Al), represent one of the most disrup-
tive and concerning developments in digital com-
munication. Deepfakes are hyper-realistic yet fab-
ricated images, videos, or audio recordings created
using advanced generative models such as Genera-
tive Adversarial Networks (GANs). These models
operate by training neural networks to imitate au-
thentic patterns of human expression, movement,
and speech, thereby blurring the boundary be-
tween reality and fabrication (Vaccari & Chad-
wick, 2020; Mirsky & Lee, 2021).

Deepfake creation has evolved rapidly, with open-
source software and machine learning tools reduc-
ing both the technical skill and cost required for
production. As a result, the capacity to generate
highly convincing digital forgeries has become ac-
cessible to almost anyone with basic computing
knowledge. These advancements have accelerated
the proliferation of synthetic content across digital
platforms, fundamentally challenging the authen-
ticity and reliability of online information (Dia-
kopoulos & Johnson, 2021).

The social and ethical implications of deepfakes
are multifaceted. At the individual level, manipu-
lated videos can lead to serious emotional and rep-
utational harm, including harassment, blackmail,
or defamation (Chesney & Citron, 2019). At the
societal level, deepfakes have been exploited in po-
litical propaganda, financial scams, and misinfor-
mation campaigns, threatening public trust and
democratic processes (Cruz, 2024). The potential
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for widespread deception is amplified in societies
where digital literacy remains limited and fact-
checking infrastructures are underdeveloped.

In Pakistan, the problem is particularly acute. The
country has witnessed a surge in internet penetra-
tion and social media engagement, with approxi-
mately 66.9 million active social media users as of
early 2025 (DataReportal, 2025). This rapid digital
growth, combined with low media literacy and po-
litical polarization, creates an environment where
misinformation thrives. Deepfakes have already
been weaponized within the country’s political
sphere: an Al-generated appearance of former
Prime Minister Imran Khan in a virtual rally at-
tracted massive online engagement, illustrating the
persuasive power of synthetic media (Dawn,
2024). Similarly, female political leaders such as
Uzma Bokhari and Maryam Nawaz Sharif have
been targeted through manipulated videos that ex-
ploit conservative cultural sensitivities, resulting in
reputational and emotional harm (Dawn, 2024).
From a technical standpoint, while Al detection
tools and forensic analysis can identify inconsist-
encies in pixelation, lighting, and facial motion,
such methods are often inaccessible to general us-
ers. Hence, scholars emphasize the necessity for
human-centered skills verification, contextual rea-
soning, and cross-referencing as essential compe-
tencies to evaluate media authenticity in everyday
digital environments (Qureshi et al., 2024). These
abilities are central to the concept of media literacy,
which encompasses the cognitive and evaluative
skills needed to critically assess digital content.
Recent studies emphasize that media literacy not
only enables individuals to recognize manipulated
media but also strengthens their cognitive re-
sistance to misinformation (Jones-Jang et al., 2021;
Moore & Hancock, 2022; Hameleers, 2023). For
young audiences, particularly in developing na-
tions, media literacy includes understanding plat-
form dynamics, identifying production cues, and
recognizing inconsistencies in narrative coherence
(Lao, Hirvonen, & Larsson, 2025). Furthermore,
socio-cultural context shapes individuals’ ability to
detect manipulation factors, such as exposure hab-
its, familiarity with public figures, and social media
behavior, which influence how deepfakes are per-
ceived (Turos et al., 2024; Nas & de Kleijn, 2024).
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However, despite a growing global body of re-
search, Pakistan remains underrepresented in
scholarly discussions on media literacy and deep-
fake awareness. There is limited empirical under-
standing of how young Pakistanis who constitute
the majority of the nation’s digital population in-
terpret and respond to manipulated media. This
knowledge gap hinders the development of effec-
tive educational interventions and public aware-
ness initiatives designed to mitigate the risks asso-
ciated with synthetic media.

The Impact of Deepfakes on Perception and
Credibility

Deepfakes not only distort factual reality but also
profoundly influence audience perception, trust,
and credibility in digital communication. Psycho-
logical research suggests that even when viewers
suspect a video or image may be fabricated, expo-
sure to deepfakes can still induce uncertainty and
weaken overall confidence in media authenticity
(Vaccari & Chadwick, 2020). This erosion of trust
has farreaching implications, as audiences may
begin to doubt legitimate content as well, leading
to a generalized cynicism toward news, journalism,
and political messaging.

Empirical evidence supports the idea that repeated
exposure to manipulated media desensitizes indi-
viduals, making them more susceptible to both
false information and confirmation bias (Qian et
al., 2023; Shukla et al., 2024). Moreover, deep-
fakes exploit emotional triggers fear, anger, and
outrage that can override rational judgment,
thereby facilitating the spread of misinformation
through social sharing. Such effects are intensified
on algorithm-driven platforms like TikTok,
YouTube, and X (formerly Twitter), where engage-
ment rather than accuracy dictates visibility.

In the Pakistani context, the consequences are am-
plified by low digital literacy and intense political
partisanship. Deepfakes have become tools of po-
litical warfare, used to defame opponents and ma-
nipulate public opinion. As Qureshi et al. (2024)
note, the spread of Al-generated misinformation
in Pakistan not only distorts electoral narratives
but also deepens existing divisions along ideologi-
cal and gender lines. Consequently, citizens, par-
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ticularly youth, find themselves navigating an in-
formation environment where truth is negotiable,
and credibility is continuously contested.

The Elaboration Likelihood Model (ELM) offers a
theoretical lens for understanding these percep-
tual effects. The model posits two routes of infor-
mation processing: the central route, involving
thoughtful, analytical evaluation, and the periph-
eral route, relying on superficial cues such as attrac-
tiveness, authority, or repetition (Petty &
Cacioppo, 1986). Deepfakes often exploit periph-
eral processing by appealing to emotion and visual
realism rather than logic or evidence. However,
media literacy can encourage central processing by
equipping individuals with the skills to question,
verify, and assess the validity of information
sources (Hameleers, 2023; Jones-Jang et al., 2021).
Several studies show that targeted media literacy
interventions such as factchecking exercises,
source verification training, and exposure to ma-
nipulated examples can enhance individuals’ ca-
pacity to detect falsehoods and reduce susceptibil-
ity to persuasive manipulation (Moore & Han-
cock, 2022; Lao et al., 2025). However, the effec-
tiveness of such interventions varies across cultural
contexts. In Pakistan, where formal media literacy
education is minimal and digital consumption is
high, there is a pressing need for localized, theory-
driven initiatives that incorporate psychological
models like the ELM to explain how individuals
process and respond to synthetic media.

Recent surveys highlight this gap: although public
concern over deepfakes is increasing globally, with
over 90% of respondents in one UK study express-
ing anxiety about their dangers (Sippy et al., 2024),
awareness of deepfake manipulation techniques
remains low. In Pakistan, young users may
acknowledge the existence of fake content but still
struggle to evaluate its authenticity due to limited
analytical engagement. This pattern suggests that
media literacy efforts must not only provide fac-
tual knowledge but also cultivate reflective and
critical thinking habits that encourage central-
route processing.

Ultimately, the credibility crisis caused by deep-
fakes is not merely a technological challenge but a
cognitive and social one. As synthetic media be-
comes increasingly indistinguishable from reality,
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the ability to discern truth will rely less on detec-
tion algorithms and more on human judgment.
Therefore, enhancing media literacy among Paki-
stani youth is essential not only for individual pro-
tection but also for preserving collective trust in
digital communication and democratic discourse.

Methodology

This chapter outlines the research design, popula-
tion, sampling strategy, data collection procedures,
instruments, analytical methods, and ethical con-
siderations adopted in this study. The methodol-
ogy was structured to ensure alignment with the
study’s objective of exploring the relationship be-
tween media literacy, deepfake awareness, and in-
formation processing among Pakistani youth.

A quantitative research design was employed using
a survey-based approach, grounded in the Elabora-
tion Likelihood Model (ELM), which distinguishes
between central (analytical) and peripheral (cue-
based) information processing routes. This ap-
proach allowed for the efficient collection of self-
reported data on perceptions, attitudes, and be-
haviors from a broad sample. The target popula-
tion comprised Pakistani digital media users aged
18-35, recruited through a non-probability snow-
ball sampling method, resulting in 301 valid re-
sponses.

Data were collected through a structured online
questionnaire distributed via social media plat-
forms such as WhatsApp, Facebook, and Insta-
gram, ensuring accessibility to active digital users.
The instrument consisted of demographic ques-
tions and five validated scales: the Media Literacy
Scale (o = 0.800), Deepfake Awareness Scale (a0 =
0.716), Perception of Deepfakes Scale (a0 = 0.658),
Central Route Processing Scale (o0 = 0.613), and Pe-
ripheral Route Processing Scale (o = 0.623). Items
were rated on a 5-point Likert scale ranging from
1 (Strongly Disagree) to 5 (Strongly Agree). These
scales were adapted from existing instruments
(Koc & Barut, 2016; Kaur et al., 2023; Petty &
Cacioppo, 1986) and tailored to the Pakistani con-
text.
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Data analysis was conducted using IBM SPSS, em-
ploying descriptive statistics, reliability analysis,
Pearson correlation, linear regression, and Mann-
Whitney U tests. Ethical principles were strictly
followed, ensuring voluntary participation, ano-
nymity, and informed consent. While self-re-
ported and snowball sampling data limit generali-
zability, the design provided valuable insights into
youth engagement with deepfakes in Pakistan’s
digital landscape.

Results

This chapter presents the findings of the study, an-
alyzing data collected from 301 respondents
through descriptive and inferential statistical
methods. The results are organized according to
the three research questions and examine the rela-
tionships between media literacy, deepfake aware-
ness, perception, and information processing
routes (central and peripheral). All analyses were
performed using IBM SPSS Statistics, and reliabil-
ity, correlation, and regression tests were con-
ducted to ensure robustness.

Research Question 1:

What is the Level of Awareness of Deepfake
Technology among Digital Users Aged 18 to 35
in Pakistan?

The first research question explored the overall
level of awareness and familiarity with deepfake
technology among Pakistani digital users. Descrip-
tive analyses were used to summarize participants’
demographic characteristics, social media usage
patterns, and awareness scores.

Demographic Profile of Participants

The sample consisted of 301 respondents aged be-
tween 18 and 35 years. The majority of partici-
pants were between the ages of 23-27 vyears
(48.5%), followed by those aged 18-22 years
(42.5%), and only 9% were between 28-35 years.
Male respondents made up 56.8% of the sample,
while females accounted for 43.2%. Most partici-
pants held undergraduate (46.8%) or graduate
(34.9%) degrees.
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Risk Type Frequency (n) Percentage (%)
Misinformation 164 54.7
Privacy violation 126 41.9
Cybercrime 117 38.9
Reputation damage 110 36.5
Political manipulation 85 28.2
Not sure 37 12.3

TABLE 1: PARTICIPANT DEMOGRAPHICS (N = 301)

Variable
Age

Category
18-22
23-27
28-35
Male

Female

Gender

Education Undergraduate

Graduate

Postgraduate
Other

Participants were active social media users: 69.4%
reported using social media daily, with 41.2%
spending 1-3 hours online per day and 23.3% us-
ing it for more than 6 hours daily. This highlights
that the sample primarily represents digitally active
youth who are regularly exposed to online multi-
media content.

Frequency (n)

128
146
27
171
130
141
105
39
16

Percentage (%)
42.5

48.5

9.0

56.8

43.2

46.8

34.9

13.0

5.3

Awareness of Deepfake Technology

The Deepfake Awareness Scale exhibited accepta-
ble reliability (Cronbach’s o = .716). Respondents
demonstrated moderate familiarity and recogni-
tion of deepfakes, with a mean awareness score of

3.28 (SD = 1.13).

TABLE 2: DESCRIPTIVE STATISTICS OF AWARENESS ITEMS (N = 301)

Item

Familiarity with deepfakes
Confidence in identifying deepfakes
General deepfake knowledge

Encountered deepfakes online

Respondents reported moderate awareness of
deepfakes. While most participants had heard of
the technology and occasionally encountered ma-
nipulated videos, only a minority expressed confi-
dence in detecting such content. This indicates
that awareness exists primarily at a conceptual
level rather than through practical experience.
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Mean SD

2.94 1.43
2.83 1.35
4.02 1.57
3.33 1.75

A regression analysis revealed that media literacy
significantly predicted deepfake awareness, ac-
counting for 13.6% of the variance (RZ=.136, F(1,
299) = 47.17, p < .001). Each unit increase in me-
dia literacy corresponded to a 0.43-unit increase in

awareness (§ = .369, p <.001).
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TABLE 3REGRESSION ANALYSIS: MEDIA LITERACY PREDICTING AWARENESS

Predictor B SE B t p
Constant 2.09 0.18 — 11.32 <.001
Media Literacy 0.43 0.06 0.369 6.87 <.001

This analysis confirms that individuals with higher
media literacy exhibit significantly higher aware-
ness of deepfake technology. In other words, criti-
cal evaluation skills and familiarity with online ver-
ification behaviors enhance recognition of manip-
ulated content.

Research Question 2

What Are the Dominant Perceptions of Paki-
stanis Regarding the Societal Impact of Deepfake
Technology?

This section presents findings related to partici-
) .

pants’ attitudes toward deepfake technology and

its perceived societal consequences, including mis-

information, privacy violations, and political ma-

nipulation.

Perception of Deepfakes

The Perception Scale (a = .658) showed moderate
reliability. Respondents scored a mean of 3.08 (SD
= 0.89), suggesting a balanced view of deepfakes,
acknowledging their influence but not perceiving
them as overwhelmingly threatening.

TABLE 4: DESCRIPTIVE STATISTICS OF PERCEPTION SCALE (N = 301)

Item
Deepfakes cause reconsideration of beliefs

Deepfakes influence personal perceptions

Respondents demonstrated moderate agreement
that exposure to deepfake videos can alter atti-
tudes and beliefs, supporting the notion that syn-
thetic media can influence public perception
through emotional or persuasive cues.

Perceived Societal Risks of Deepfakes

Mean SD
3.09 1.03
3.08 1.03

Participants identified misinformation as the pri-
mary societal risk of deepfakes (54.7%), followed
by privacy violations (41.9%) and cybercrime
(38.9%). Other concerns included reputation
damage (36.5%) and political manipulation
(28.2%).

TABLE 5: PERCEIVED SOCIETAL RISKS OF DEEPFAKES (N = 301)

Predictor B SE
Constant 2.09 0.18
Media Literacy 0.43 0.06

The findings highlight that respondents are most
concerned about false information and data mis-
use, aligning with global studies (Vaccari & Chad-
wick, 2020; Kumar et al., 2022) that view deep-
fakes as a critical threat to information integrity
and personal security.
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B t P
— 11.32 <.001
0.369 6.87 <.001

Public Concern and Regulation

Participants expressed moderate concern about
the use of deepfakes in political campaigns: 31.6%
remained neutral, while 31.5% reported being
somewhat or very concerned.
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TABLE 6: CONCERN ABOUT DEEPFAKES IN POLITICAL CAMPAIGNS (N = 301)

Level of Concern Frequency (n) Percentage (%)

Not concerned at all 63 20.9
Slightly concerned 48 15.9
Neutral 95 31.6
Somewhat concerned 51 16.9
Very concerned 44 14.6

(35.2%), indicating limited trust in individuals’
ability to manage the issue.

When asked who should manage deepfake con-
tent, most participants favored social media plat-
forms (45.8%) and government regulations

TABLE 7: PREFERRED OVERSIGHT OF DEEPFAKE REGULATION (N = 301)

Responsible Entity Frequency (n) Percentage (%)

Social media companies 138 45.8
Government regulations 106 35.2
Individual users 48 15.9
No regulation needed 9 3.0

Respondents largely favored institutional ac-
countability over individual regulation, revealing
a public preference for top-down management of
misinformation. However, responses regarding
regulation were polarized, with 22.3% strongly
supporting and 22.3% strongly opposing strict reg-
ulation, indicating an uncertain public stance.
Research Question 3

To What Extent Does Media Literacy Influence
the Ability to Critically Evaluate Deepfake Con-
tent through the Central Route?

This section examines how media literacy affects
individuals’ analytical and heuristic processing
when evaluating digital content, using both corre-
lation and regression analyses grounded in the

Elaboration Likelihood Model (ELM).

Correlation Analysis

Pearson’s correlation coefficients were computed
to examine relationships between Media Literacy,
Awareness, Perception, and the two processing
routes (Central and Peripheral).

TABLE 8: CORRELATION MATRIX AMONG MAIN VARIABLES (N = 301)

Variable 1 2

1. Media Literacy - .369**

2. Awareness -
3. Perception

4. Central Route

5. Peripheral Route

Note. p <.05; p < .01 (two-tailed).

Results reveal a moderate positive correlation be-
tween media literacy and awareness (r = .369, p <
.001), confirming that higher literacy enhances
recognition of deepfakes. A smaller yet significant
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3 4 5

.160** 254 012

1417 369 0.00

— .160 .180**
— .18

relationship exists between media literacy and per-
ception (r=.160, p = .005). Media literacy also cor-
relates positively with central route processing (r =
.254, p <.001), indicating that media-literate users
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engage in more analytic evaluations when viewing Regression Analyses

online content. Media literacy significantly predicted awareness,
perception, and central route processing, confirm-
ing ELM’s proposition that cognitive engagement
depends on motivation and ability to process in-
formation critically.

TABLE 9REGRESSION: MEDIA LITERACY PREDICTING AWARENESS, PERCEPTION, AND PROCESSING
ROUTES

Dependent Variable B R2 F (1,299) p

Awareness 369 136 47.17 <.001

Perception 160 .027 7.82 .005

Central Route 254 .064 20.58 <.001

Peripheral Route 150 .022  6.87 .009
Media literacy explained 13.6% of variance in are more likely to question, verify, and cross-check
awareness, 2.7% in perception, and 6.4% in cen- online content.

tral processing. Notably, even though media liter-

acy slightly increased peripheral reliance, it pre- Cue Recognition and Verification Behaviors
dominantly enhanced analytic (central) pro- Participants most frequently relied on checking
cessing, indicating that media-literate individuals comments (54.5%) and searching the source

(39.9%) when verifying video authenticity.

Table 10: Verification Behaviors Used by Participants (N = 301)

Behavior Selected (n) Selected (%)
Checking comments 164 54.5
Searching for source 120 399
Relying on trusted pages 93 30.9
Looking for inconsistencies 81 26.9
Critically analyzing content 57 18.9

Regarding detection cues, audio-lip mismatch (56.1%) and unnatural facial expressions (54.5%) were most
commonly identified.

TABLE 11: CUES FOR DETECTING DEEPFAKES (N = 301)

Detection Cue Frequency (n) Percentage (%)
Inconsistent audio-lip sync 169 56.1
Unnatural facial expressions 164 54.5
Overly smooth visuals 90 29.9
Background distortions 89 29.6
Unrealistic or dramatic tone 68 22.6
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Participants relied mainly on central visual cues,
such as facial inconsistencies, rather than periph-
eral elements like popularity metrics. This suggests
moderate technical discernment among Pakistani
youth, yet an overreliance on heuristic checks (e.g.,
comments) reveals incomplete critical engage-
ment.

Summary of Key Findings

Overall, the results indicate that participants pos-
sess a moderate awareness of deepfake technology,
with media literacy emerging as a strong predic-
tor of both awareness and analytical evaluation.
Although most respondents acknowledge deep-
fakes’ societal risks, especially misinformation and
privacy violations, their verification behaviors rely
more on quick, heuristic cues than deep analytical
scrutiny.

The findings align with the Elaboration Likeli-
hood Model, supporting the idea that individuals
with higher cognitive involvement and literacy lev-
els engage more critically through central-route
processing. However, the persistence of peripheral
reliance underscores a gap between knowledge and
practical critical evaluation, highlighting the im-
portance of media literacy education and public
policy interventions to enhance resilience against
manipulated digital content.

Discussion

Research Contributions

This study provides valuable insights into the rela-
tionship between media literacy, deepfake aware-
ness, and perception among young digital users in
Pakistan, guided by the Elaboration Likelihood
Model (ELM). By investigating how individuals
process deepfake content through central and pe-
ripheral routes, the study extends theoretical un-
derstanding and provides practical guidance for
developing digital literacy interventions and policy
frameworks in a rapidly evolving media environ-
ment.

Theoretical Contributions

Theoretically, this research contributes to the
growing body of literature on the Elaboration
Likelihood Model and its application in digital
misinformation contexts. The findings reinforce
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the model’s assertion that individuals engage in
both central and peripheral routes of information
processing, depending on their motivation and
cognitive engagement (Petty & Cacioppo, 1986).
The significant positive correlation between media
literacy and deepfake awareness (r = .369, p <.001)
demonstrates that individuals with higher analyti-
cal skills are more likely to recognize manipulated
content, confirming the central-route prediction
of the ELM. This relationship underscores the cog-
nitive dimension of media literacy as a determi-
nant of critical evaluation and supports previous
research linking media literacy to enhanced detec-
tion of misinformation (Jones-Jang et al., 2021;
Hameleers et al., 2024).

Furthermore, the moderate relationship between
media literacy and perception (r = .160, p = .005)
highlights that awareness extends beyond tech-
nical recognition to encompass attitudinal and
evaluative dimensions. These results align with
Kahne and Bowyer (2019), who argued that media
literacy enables individuals to interpret the social
and political implications of media content. The
study thus contributes theoretically by showing
that media literacy not only shapes analytical eval-
uation but also influences the affective and cogni-
tive perception of deepfake threats.

Another significant theoretical insight concerns
the nuanced coexistence of central and peripheral
processing routes. The positive correlation be-
tween media literacy and central-route reliance (r
= .254, p < .001) confirms that individuals with
higher cognitive engagement are more likely to
evaluate information analytically. However, the
small yet significant association between media lit-
eracy and peripheral cue reliance (§ = 0.150, p =
.009) challenges the assumption that higher liter-
acy automatically diminishes heuristic processing.
Instead, this finding supports a dual-processing in-
terpretation in which users blend analytical and
heuristic judgments when evaluating authenticity
(Sundar, 2020). This dual-route tendency suggests
that even informed audiences occasionally depend
on surface cues such as emotional tone, popularity
metrics, or source familiarity, especially when cog-
nitive effort is limited or the content is visually so-
phisticated (Metzger & Flanagin, 2015).
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By revealing this interaction between cognitive
and heuristic processing, the study extends the
ELM framework to the context of synthetic media.
It demonstrates that digital environments amplify
the overlap between central and peripheral cues,
where even knowledgeable users employ mixed
strategies of scrutiny and intuition. These results
echo previous findings that cognitive ability alone
may not fully protect individuals from persuasive
misinformation (Winter et al., 2016; Luo et al.,
2022). Thus, this research provides empirical
grounding for adapting the ELM to modern digital
contexts, emphasizing cognitive-affective interde-
pendence in deepfake evaluation.

Finally, this study enriches the theoretical under-
standing of the perceived societal risks of deep-
fakes. The prominence of misinformation (54.7%)
and privacy violations (41.9%) as top concerns
mirrors global discourses on the destabilizing ef-
fects of synthetic media (Westerlund, 2019;
Hameleers et al., 2020). These findings substanti-
ate theoretical claims that digital deception erodes
epistemic trust and challenges users’ sense of real-
ity. Consequently, this research bridges psycholog-
ical processing theory with social-level outcomes,
illustrating how cognitive responses to deepfakes
connect to broader issues of information integrity,

political manipulation, and digital ethics (Chesney
& Citron, 2019; Diakopoulos & Johnson, 2021).

Practical Contributions

The practical contributions of this study lie in its
implications for digital literacy education, social
media governance, and public policy. First, the
findings highlight the importance of integrating
media literacy training into both formal and infor-
mal education systems. Since media literacy
strongly predicted deepfake awareness and central-
route processing, educational initiatives should fo-
cus on enhancing users’ analytical evaluation
skills, particularly their ability to detect visual and
auditory inconsistencies in digital media. This
aligns with recommendations by Hobbs (2017)
and Choi and Lee (2021), who emphasize that
comprehensive literacy programs must develop
not only technical competence but also reflective
and ethical reasoning.
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Moreover, the finding that individuals still rely on
peripheral cues such as social validation, emo-
tional appeal, and video aesthetics suggests that
media literacy programs must incorporate strate-
gies to help users recognize and critically evaluate
these influences. Training modules could simulate
real-world social media environments where heu-
ristic cues are deliberately manipulated, allowing
learners to practice distinguishing between credi-
ble and deceptive content (Metzger & Flanagin,
2015; Luo et al., 2022). In this way, education can
cultivate both cognitive vigilance and emotional
resilience, reducing susceptibility to persuasive ma-
nipulations.

From a policy standpoint, this research supports a
multistakeholder approach involving government
regulators, educational institutions, and social me-
dia companies. The results indicate that partici-
pants overwhelmingly prefer institutional account-
ability, with 45.8% favoring regulation by social
media platforms and 35.2% supporting govern-
ment involvement. These views align with global
calls for stronger digital governance and transpar-
ency from platform operators (Napoli, 2019; Gil-
lespie, 2018). Consequently, policymakers should
establish frameworks that require platforms to im-
plement robust content authentication and fact-
checking systems. Such frameworks must also safe-
guard user rights and privacy, ensuring that
measures against misinformation do not infringe
on freedom of expression.

In addition, this study offers insights for technol-
ogy developers. The persistent influence of periph-
eral cues suggests a need for interface designs that
reduce emphasis on superficial metrics like “likes”
and “shares,” which can bias users’ trust judg
ments. Developers can incorporate authenticity in-
dicators such as verified source labels or Al-gener-
ated content disclosures to assist users in making
more informed evaluations. Integrating such tools
would operationalize the findings of this study
into practical solutions for mitigating misinfor-
mation risks.

Overall, the practical contribution of this research
lies in its comprehensive view of how educational,
technological, and policy interventions can collec-
tively enhance resilience against digital deception.
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Strengthening cognitive literacy, fostering emo-
tional awareness, and promoting institutional ac-
countability can work together to reduce the soci-
etal harms of deepfakes while empowering individ-
uals to navigate information critically.

Conclusion

The study set out to explore the relationship be-
tween media literacy, awareness, perception, and
information processing routes regarding deepfakes
among Pakistani youth. The results present a nu-
anced understanding of how young users engage
with manipulated digital content. Participants dis-
played moderate levels of media literacy and aware-
ness, indicating that while they recognize the exist-
ence and risks of deepfakes, they do not consist-
ently employ analytical strategies to verify authen-
ticity.

Consistent with the ELM, higher media literacy
predicted stronger awareness and greater reliance
on central-route processing. This demonstrates
that education and cognitive engagement enhance
the ability to detect technical irregularities such as
mismatched audio and unnatural expressions.
However, even medialiterate individuals were
found to depend partially on peripheral cues like
emotional tone, social validation, and video aes-
thetics. This dual-processing behavior underscores
the complexity of digital cognition, where rational
and affective evaluations coexist.

The study also identified widespread societal con-
cerns about misinformation, privacy, and reputa-
tional harm caused by deepfakes. These findings
reveal that deepfakes are not merely a technologi-
cal issue but a broader social challenge threatening
public trust and democratic integrity. Participants’
preference for regulation by social media compa-
nies and government bodies highlights the grow-
ing demand for systemic solutions beyond individ-
ual responsibility.

In conclusion, the study contributes to both theo-
retical understanding and practical application. It
extends the ELM framework to the digital misin-
formation landscape, highlighting the coexistence
of central and peripheral processing in media eval-
uation. Practically, it emphasizes the necessity of
integrated educational and policy responses to

https://ijssbulletin.com

| Aurangzeb & Mustageem,2026 |

equip individuals with the cognitive and emo-
tional resources required to navigate manipulated
media environments. The findings call for a com-
prehensive approach that balances critical educa-
tion, ethical technology design, and effective gov-
ernance to mitigate the multifaceted risks of deep-

fakes.

Limitations and Future Recommendations
While this study makes meaningful contributions,
several limitations should be considered when in-
terpreting its findings. First, the research em-
ployed a non-probability snowball sampling
method, which primarily captured young, edu-
cated, and digitally active participants. Although
this group represents the most frequent social me-
dia users, it limits the generalizability of results to
broader populations, including rural communities
and individuals with lower digital access. Future
studies should adopt stratified or random sam-
pling to ensure more representative demographic
coverage and explore differences across age, educa-
tion, and geographic groups (Guess et al., 2020;
Hassan et al., 2022).

Second, the study relied on self-reported data col-
lected through online surveys. Such data are sus-
ceptible to biases, particularly social desirability
bias and self-perception errors, where respondents
may overestimate their critical engagement with
media. To address this limitation, future research
could incorporate experimental or observational
methods to measure actual behavior in real-time
digital environments. Eye-tracking, response la-
tency, or biometric analyses could yield more ob-
jective insights into cognitive and emotional reac-
tions to deepfake content (Podsakoff et al., 2012).
Third, the Perception Scale demonstrated lower
internal consistency (a = .658), which may have
constrained the depth of attitudinal measurement.
Enhancing this construct in future research
through additional validated items or triangula-
tion with qualitative methods would strengthen re-
liability. Qualitative approaches such as focus
groups and interviews could also uncover richer in-
sights into the motivations, fears, and contextual
factors shaping users’ perceptions (Khan &

Yousaf, 2023).
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Another area for future research is the integration
of artificial intelligence tools in identifying and
combating deepfakes. Given the rapid advance-
ments in Al-based detection, it would be valuable
to assess how users in developing contexts interact
with such tools, their trust in automated detection
systems, and the ethical implications of algorith-
mic governance (Raza & Ahmad, 2021). Examin-
ing the synergy between human literacy and Al as-
sistance could inform the development of hybrid
verification systems tailored to local contexts.
Finally, cross-cultural studies could extend these
findings by comparing information processing pat-
terns across different sociocultural environments.
Such comparative analyses would reveal whether
the coexistence of central and peripheral pro-
cessing routes is universal or shaped by cultural
norms and media systems.

In summary, while this study establishes a founda-
tional understanding of how media literacy influ-
ences awareness and perception of deepfakes, fu-
ture research should strive for methodological di-
versity, broader representation, and interdiscipli-
nary collaboration. Doing so will refine theoretical
models like the ELM, enhance educational and
technological interventions, and contribute to a
more resilient digital society capable of navigating
the challenges of synthetic media.
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